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Introduction

• Energy sector
• a specific aspect of critical infrastructure

• high level of defence preparedness

• difficilties in attacking and damaging (?)
• terrorist operations with specific means



Conceptual background

• Political violence and terrorism

Kaiser – Tálas 2016: 25.



Conceptual background

• Terrorism
• (old vs.) new terrorism (Neumann 2009)

• (1) more diffuse, ‚de-territorialized’, transnational networks,
spanning continents

• (2) religiously motivated terrorism

• (3) more violent, mass-casualty attacks



Conceptual background

• Asymmetric warfare
• Participants

• not mainly states (Somkuti 2015: 57), monopoly of violence
lost by the states (Kiss 2015: 71)

• small, overpowered groups applying unusual methods
without bureaucratic structure avoiding face-to-face actions
(Resperger 2015: 25)

• Dimensions of asymmetry (Resperger 2015: 27-28)
• Methods and objectives

• Power and expenses of threats

• Time (e.g. training)



Operational background

• Asymmetry of operations
• Coordination Suicidal attack
• Cooperation Multiple weapons
• Multiple targets

• Critical targets of asymmetric operations
• „criticality” – „essential for vital societal functions” (EC Directive 2008/114 A2)

• Energy ICT
• Water Food
• Health Financial
• Public and Legal Order and Safety Civil administration
• Transport Chemical and nucl. industry
• Space (UN SC 2018: 42-43.)



Methodology

• Data and…
• Global Terrorism Database

• 1970-2020.

• 10 percent random sample (n=20961)

• Certain characteristics of attacks

• …methods
• secondary data analysis

• statistical desription and comparisons
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Conclusion

• Characteristics of terrorist attacks against energy sector
assets
• (one of the) high(est) level of asymmetry level in operations

• dominance of complex attacks…

• (one of the) low(est) level of casualties
• …without significant numbers of human victims

• importance of coordinated, multiple actions
• higher success probability, lower human damage

a special feature of refined and sophisticated organization and realization of the operations
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